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Seed Email:
BaCkgl‘ Ollnd MCthOdS From: Mathew Brown (via Google Drive) <drive-shares-dm-noreply@google.com(link

. . . ds e-mail)>
¢ Business Email Compromise (BEC) ‘ Date: Mon.

» Generate emails using, 'gpt-40-mini' Date: Mon, May 17,2021 at 3:54 PM
$26 billion -> $50 billion ('19-'23) [1] “ Input: 10 seed emails, 12 profiles o e
¢ BEC attacks increasingly )

To: recipient@berkeley.edu(link sends e-mail)
complex, mimicry of trusted entities

0

0

4

4 Combine various prompting meth()ds to generate effeetive métk:lrown19732@gmail.com(1ink sends e-mail) has shared the following document:
DC.docx

PhlShlng emails (120 emails per PrOmPt) <hxxps://drive.google.com/file/d/1THqQ9uvKO640OmzdV Yk4 Gxxxxxxxxxx>

1 P()pul qte templates [2] Wlth proﬁle data [image: Unknown profile photo]Jim Knowlton shared a file with you
. Open

(1.6. OUthOk, DOCUSlgH, €tC...> . Ask LILM to incorporate e]ements of persuasion int() <hxxps://drive.google.com/file/d/1THqQ9uvKO640OmzdV Yk4 Gxxxxxxx>

matbrown19732@gmail.com(link sends e-mail) is outside your organization.

* Our prellmlnary dIl alySIS on real data email Google Drive: Have all your files within reach from any device.
ShOWS 1 Sllght increase Of AI ln BEC Role plaY> Chain of Thought (COT) Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA [image:

Logo for Google Drive] <hxxp:/drive.google.com>
4, LLM ChOOS CS G-Eval Score: 0.244, Human Score: 0.0333
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5 0 Prompt 1 Prompt 2
Subject: Important Document for Your Review Subject: Document Shared: Action Required

o Hello Nancy Adams,
Eva u atlon Dear Nancy, I hope this message finds you well. I wanted to inform you that [Sender Name]
has shared a document titled **DC.docx** with you. This document contains
I hope this message finds you well. I wanted to share an important important information relevant to your role as a tutor at Bright Minds

¢ G-eval [3 ] iS framewo rk that evaluates LLM generated Output gt(zzl:l?::(:inl:evﬁil:you FHRCICIUITESYOUFARERKON. Please find the fl $lcl)floiilr;ga;ccess the document using the link below:

. . . [Open
prOVIded CuS tom Crlterl a ( 0_1 S Core) E{f{)}g;izg(z{()hxxps://drlve.google.com/ﬁle/d/lHqQ9uvK0640mdeYk4G )I()Xg).docx](hxxps://drlve.google.com/ﬁle/d/lHqQ9uvKO64OmdeYk4Gxxxxxxx
To support you further, we’re excited to offer a complimentary resource: our

4 LLM generates evalu atiO n S te ps based Off Crite I‘i a tO Calc ul ate S Core As we approach the end of the month, it's crucial that we finalize our latest guide on effective tutoring strategies, developed by education experts and

tutoring strategies for the upcoming sessions. I would appreciate it if endorsed by many of your colleagues for its practical insights that can
you could review the document and provide your feedback by this significantly enhance your teaching effectiveness.

¢ Nine Criteria: Cialdini's principles, urgency, persuasion, relevance | | s o e impimenan necss dange

promptly. We kindly ask for your prompt attention to reviewing the document and
providing your feedback by the end of the week. Many of your peers have

Detected as Al O H u man . th re e e m al lS pe r e mal 1 type Your insights are invaluable to our team, and I look forward to hearing | found that timely feedback not only helps improve our processes but also

your thoughts. reinforces our shared commitment to fostering student success.

_____ Fa I S€ POS Itl VE Rate O G -Eval : half Of the email S p er e mail type ( 5 Seed 9 60 prompt) Thank you for your attention to this matter! If you have any questions or need assistance accessing the document, please

Best regards, don’t hesitate to reach out. Your contributions are essential to our success, and
—— ChatGPT Launched .

! . . ﬂ h ! we appreciate your dedication to our mission of delivering exceptional
0 0’ MOdel: geIIllnl-l 05- aS -001 Johanna Ruby educational support,

CEO, Bright Minds Tutoring Thank you for your immediate attention to this matter!
W L0 L0, Q)

_,Qf\ J()g b ! ! ! D‘-Q’\. ID‘.-Q'B {?hhjgs;ilunlisé?rﬁmail.com](mailto:iohanna.rubv@gmail.com) FYe(s)t zeliarise,]
,-LQ’L’L ,LQrL’L ’}S{L’L ,-LQ’L?) ,LQ,-L’B ,-LQ’LCB ’LQQ:B QfL Qfl’ [Company Website] [Your Position]

’L ’]’ G-Eval Score: 0.467, Human Score: 0.2 Bright Minds Tutoring
G-Eval Score: 0.478, Human Score: 0.222
Human v. G-Eval Scores
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Research Question: m=G-Eval Scores Challenges

Can senerative Al oroduce 0.8 - < Balancing prompt instrgctions to prevent |
5 b LLM hallucinations while ensuring quality phish

* ° * * )y p . e . . .
convincing spcear phlshlng emails: < Determining evaluation criteria

0.6 - .

0.524

Score

Results

% Prompt emails > seed emails (max: prompt 2)
<  Human and G-Eval scores quite different but
1. Attacker crafts | have similar distribution
email using profile | I & & & & < G-Eval effectively assigns scores on given
criteria, but it still lacks human discernment

Spear phishing Workflow

©

Email Type

2. Target opens email
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